


June XX, 2024


RE: FAR Case 2023-008
Prohibition on Certain Semiconductor Products and Services

To Whom It May Concern:

Thank you for the opportunity to submit comments in response to the Advance Notice of Proposed Rulemaking (ANPR) “Prohibition on Certain Semiconductor Products and Services” published on May 3, 2024.

By way of background, The Coalition for Government Procurement (“the Coalition”) is a non-profit association of firms selling commercial services and products to the Federal Government. Its members collectively account for a significant percentage of the sales generated through General Services Administration contracts, including the Multiple Award Schedule program. Members of The Coalition also are responsible for many of the commercial item solutions purchased annually by the Federal Government. These members include small, medium, and large business concerns. The Coalition is proud to have collaborated with Government officials for over 40 years in promoting the mutual goal of
common-sense acquisition.

The Coalition believes that the ANPR is an important step in addressing the supply chain challenges associated with semiconductors.  At the outset, the Coalition has two general concerns related to waiver and a government list of electronic products with prohibited semiconductors.  Thereafter, in Appendix I, we set forth specific concerns identified by individual Coalition members.

Waiver

The ANPR states that:

DoD, GSA, and NASA are planning to clarify that the waiver authority for the Secretary of Defense, Director of National Intelligence, Secretary of Commerce, and Secretary of Energy allows each of these officials to grant a waiver for any executive agency in accordance with the statutory requirements. The waiver authority would be in addition to the waiver authority granted to the head of each executive agency. See section 5949(b) [(which provides these officials waiver authority where these officials determine waiver is critical to U.S. national security interests)].

The current global ecosystem presents market and security challenges that are dynamic in nature.  While implementing laws set in place to address legitimate concerns around supply chain assurance associated with technologies at the heart of all information technology use in our civilian and defense agencies, flexibility may be needed to address those challenges, particularly in the realm of national security.  The Coalition supports providing these officials such flexibility, and hopes the envisioned waiver language will provide clarity around its exercise to prevent uncertainty in the government market.

Government List of Electronic Products with Prohibited Semiconductors

The ANPR also states that:

[bookmark: _Hlk169538678]DoD, GSA, and NASA are considering referencing in the proposed rule a web page or report being considered that could be issued by the Department of Commerce that would identify a list of electronic products and services that include covered semiconductor products or services that utilize such products, such as telecommunications and cloud storage or computing services. As precedent, the Department of Commerce published a report in January 2022 that identified key semiconductor products that were in short supply, and the downstream industries that depended on those products, based on the results of a public request for information. Going forward, such a public list of covered semiconductor products could assist offerors and contractors with identifying electronic products and electronic services that are prohibited.

The Coalition supports the development of a public list of covered semiconductor products, and we agree with the ANPR statement that “such a list…could assist offerors and contractors with identifying electronic products and … services that are prohibited.”  Government market stakeholders were made well-aware of the challenges of not having such a list in the implementation of Section 889 of the National Defense Authorization Act for Fiscal Year 2019, which addressed a prohibition on certain telecommunications and video surveillance equipment and services.  In a global market, telecommunications and video technology from a prohibited source could find its way into products without the knowledge of users.  The compliance challenge with semiconductors is exponentially greater, where the prohibited technology is embedded inside products that can in turn be embedded inside products.  

The creation of a current a list of electronic products and services that include covered semiconductor products or services would present a significant aid to the safeguarding of the supply chain and otherwise assist vendors’ compliance efforts.  For this reason, Coalition members are asking whether the government will provide industry with a positive list or data base (such as the denied party lists) of all foreign companies, with their address, affiliates, and subsidiaries, that are restricted under the ANPR.  Cf. Covered semiconductor product or service (section 5949(j)(3)).

Please see specific comments in Appendix I.

The Coalition sincerely appreciates the opportunity to provide the foregoing comments. If you have any questions, please contact Roger Waldron at rwaldron@thecgp.org or (202) 331-0975.

Sincerely,




Roger Waldron
President 

[bookmark: _Hlk169602530]Appendix I

Comment 1
We appreciate the opportunity to participate in the ANPR process and encourage DoD, GSA and NASA to continue working with industry to craft regulations that meet the requirements of NDAA 2023 Sec 5949, while also taking into consideration the current landscape of viable semiconductor options and the good faith intention of contractors to comply versus the reality and complexity of supply chain contracting.
(a) Do you have any recommendations for how DoD, GSA, and NASA can further clarify the scope of the prohibition?
The current prohibition and associated representations should be limited in scope to acquisitions covered by FAR Part 39 Acquisitions of Information Technology.  The ANPR Background section provides:
“There are numerous opportunities for adversaries and other threat actors to introduce hardware backdoors, malicious firmware, and malicious software into a semiconductor during production. Since semiconductors are key components of U.S. critical infrastructure (e.g., information technology, communications) and have many military applications, it is vital that these threat vectors are addressed during the production process.”
However, the proposed rule language itself purports to apply to all solicitations, necessitating offerors to certify as to the non-use of prohibited semi-conductors in electronic products, which is defined much more broadly.  While the FAR council offers clarification as to the definition of a “critical system,” it makes no similar clarification as to what sorts of electronic products are in scope, notwithstanding its own acknowledgment that the risk lies in critical infrastructure.  
By limiting the rule’s application to FAR Part 39 acquisitions, the purpose of the rule is fulfilled while aligning to existing FAR definitions of “Information Technology,” therefore limiting confusion over what products may be in, and out, of scope.  
(b) Do you have any comments on the proposed definitions being considered for this rule, including the definition for reasonable inquiry?
“Critical System” includes “Additional systems identified by the Federal Acquisition Security Council.”   We respectfully request the FAR council to please clarify what standards the FASC would be required to meet in identifying additional systems for purposes of this bill and explain the process by which additional systems would be added.  
Currently, downstream diligence is only required for electronic products used in Critical Systems.  The other currently listed covered systems are framed by specific statutes and other analyses and definitions for clarification as to what is covered.  The FASC should be held to similar guidelines and standards and industry should (1) have awareness of what is being evaluated for consideration of a system covered by this regulation and (2) be offered an opportunity to comment on additional systems prior to their addition.  
“Reasonable inquiry” should be revised to align to its definition in FAR 52.204-25: “Reasonable Inquiry means an inquiry designed to uncover any information in the entity’s [Offeror’s] possession about the identity of the producer or provider of covered telecommunications equipment or services used by the entity [Offeror] that excludes the need to include an internal or third-party audit.”
Many COTS providers will be covered by this prohibition.  NDAA Sec 889, implemented by FAR Clauses 52.204-24, -25 and -26, had similar goals related to national security as NDAA 2023 Sec 5949.  Notably, Sec 889 Part B implementation did not include a requirement for COTS providers to make affirmative representation for downstream activities.  During rulemaking for Sec 889, the FAR council considered the complexity of supply chains and how flowing down certain requirements and obtaining certifications of compliance from suppliers can be unduly challenging for COTS providers. This may be particularly challenging for medical device manufacturers, who must qualify suppliers through a complex regulatory process with the FDA, and whose suppliers are often outside the U.S.  Negotiating additional requirements into those agreements can be difficult, if impossible, and notwithstanding good faith efforts, Offerors may face sincere issues making compliance representations to the USG based on such a requirement.  
Lastly, we note that the current rule does not provide any guidance for non-availability of alternatives- either due to supply demand concerns or pricing limitations.  The current semiconductor landscape is highly reliant on a few manufacturers, and the prohibition of major manufacturers should be considered in parallel with that reality and the potential impact to many products that the U.S. government relies upon – such as medical devices – that would be caused by an inability to reliably and economically procure alternatives.  
(c) Are there any definitions that should be added?
We respectfully request that the FAR Council clarify that these provisions apply solely to acquisitions for “Information Technology” and invoke the definitions of “Information Technology” and “Information and Communications Technology” from FAR Part 2.101 into the prohibition.  
We also ask the rule makers to consider a viable definition and exception process for non-availability of alternative sources.  
(d) Do you have any comments on DoD, GSA, and NASA's plan for requiring a solicitation provision and contract clause?
As noted, DoD, GSA and NASA should limit the scope of this rule to acquisitions of Information Technology.  It should also consider whether the representations as currently crafted, including the proposed “reasonable inquiry” diligence standard, are operationally feasible for many manufacturers.    
Sec 5949 is commendable in its intention, as is the CHIPS Act.  However, Sec 5949 and its implementing regulations rely upon demonstrable success under the CHIPS Act to succeed without causing significant potential disruptions to the U.S. government’s ability to procure necessary products, to include medical devices and other patient-serving technologies.  Certain listed entities that would be prohibited by this regulation are foundational to current semiconductor manufacturing.  Adequate alternative supply must reliably exist for industry to accommodate this change without undue and potentially harmful interruption to supply chains globally.  
As it relates to regulated products, such as medical devices, this means both the ability to source and obtain – in appropriate amounts and at reasonable prices – permissible alternatives.  It also means time to certify alternative vendors and obtain appropriate regulatory approvals or clearances. Lastly, the rework provisions are wholly unworkable for medical devices, which, in the event of discovery of a prohibited source, would not only require finding an alternative, but achieving appropriate regulatory approval from the FDA to ensure that any resultant changes do not impact safety and efficacy of the product.  Timelines for regulatory submissions can take years, even without the sourcing challenges discussed here.  
For these reasons, we respectfully request that DoD, GSA and NASA carefully consider the potential impact of these regulations on various industries and scope it accordingly.  We also ask for the consideration of appropriate grandfathering clauses or timelines to ensure manufacturers are able to make changes to their supply chain, as well as an exception or waiver process.
(e) Are there any details regarding the waiver authority that would be helpful to clarify?
It would be helpful to grant the VA and the DLA broad waiver authority to ensure supply chains related to medical devices are not implicated.  Additionally, we request the rule makers consider grandfathering clauses and implementation timelines to ensure the existence of an adequate alternative supply of semiconductors, as well as a runway to transition products. 
(f) Do you have sufficient visibility into your supply chain to understand whether your supply chain uses any covered semiconductor products or services? What information is normally requested from subcontractors and suppliers about semiconductor provenance?
Despite good faith efforts, many COTS providers have limits on supply chain visibility.  In the past, when the FAR Council has been compelled to apply certain policy initiatives to COTS manufacturers, it has accommodated this reality through nuanced representation language.  For example, the Sec 889 Reasonable Inquiry definition, which is limited to the offeror’s knowledge, and the representation at FAR 52.222- Certification Regarding Knowledge of Child Labor for Listed End Products, which permits the potential for limited prohibited activity and links the offeror’s representation of awareness to its “good faith effort” to mitigate such activity (“The offeror may supply an end product listed in paragraph (b) of this provision that was mined, produced, or manufactured in the corresponding country as listed for that product.  The offeror certifies that it has made a good faith effort to determine whether forced or indentured child labor was used to mine, produce, or manufacture such end product. On the basis of those efforts, the offeror certifies that it is not aware of any such use of child labor.”).  (Emphasis added).  
DoD, GSA and NASA should consider similar language and concepts in implementing the requirements of Sec 5949 or risk Offerors being unable, despite best efforts, to comply.  
The request for provenance also goes well beyond the scope of Sec 5949 and would disproportionately impact and unduly burden COTs manufacturers.  Such a requirement could lead many manufacturers to exit the USG contracting space for sheer inability – not lack of desire – to comply. We strongly suggest that the rule makers reconsider proceeding with this requirement, or limit any such application to non-commercial item or COTS contracts where offerors and their partners are in a better position to provide meaningful information.    
(g) What procedures do you anticipate using to conduct a reasonable inquiry into your supply chain to understand whether your supply chain uses any covered semiconductor products or services? How do you currently or how do you plan to detect the inclusion of covered semiconductor products and services in your supply chain?
Given the relative recent enactment of the Sec 889 prohibitions, and the similarity in intent and focus of Sec 5949, we respectfully request the rule makers align this rule to those standards so that companies can leverage, as appropriate, the diligence processes implemented for Sec 889 compliance to this rule. 
(h) If your organization does use covered semiconductor products or services, how much of an impact will this prohibition have on your organization?
Based on supply chain complexities, it may be difficult to discern whether prohibited semiconductors are included in many products.  Moreover, for regulated products, like medical devices, it will be extremely challenging, if not impossible, to dictate and enforce removal of certain semiconductors from the manufacture or component parts that may find their way into end products.  
There also remains a concern with adequate alternative sources of supply from both a reliable sourcing and cost perspective.  Additionally, medical device companies have the added complexity of potential regulatory impact, if critical suppliers or manufacturers have to change or be qualified in order to comply with these prohibitions.  For these products, this impacts both the ability to comply with the proposed regulation within the current timelines, as well as the ability to comply with the potential “rework” requirements, as written.    
(i) Do you have any comments on DoD, GSA, and NASA's estimated impact of a future rule to implement section 5949?
We have concerns that DoD, GSA and NASA have underestimated potential reliance on prohibited manufacturers of semiconductors.  SMIC is currently the third largest manufacturer of legacy semiconductors in the world.  Semiconductors from SMIC may find their way into many component parts that are ultimately leveraged in a variety of end products that use semiconductors.  Additionally, we believe that this rule, as drafted, does not appropriately consider the impact of this bill to regulated products, like medical devices.  
(j) Are there any categories of products or services you currently provide to the Government for which you anticipate needing a waiver when the prohibition is effective in December 2027? If so, which categories of products or services?
The proposed timeline is insufficient for the medical device industry to reliably source and replace any prohibited semiconductors from products without significant patient impact.  We respectfully request that medical devices be exempted from this prohibition until at least [], with additional potential guardrails instituted in the rule to ensure that such timeline coincides with successful additional permissible supply by American and other worldwide manufacturers of semiconductors so as not to have an unnecessary adverse impact on patient care.  
(k) For categories of products or services for which a waiver may be necessary, how long do you anticipate it will take to find alternative semiconductors that are compliant?
(l) What impact will implementation of section 5949 in the FAR have on small businesses, including small disadvantaged businesses, women-owned small businesses, service-disabled veteran-owned small businesses, and Historically Underutilized Business Zone (HUBZone) small businesses? How should DoD, GSA, and NASA best align this objective with efforts to ensure opportunity for small businesses?
(m) What additional information or guidance do you view as necessary to effectively comply with a future rule to implement section 5949?
(n) What challenges do you anticipate facing in effectively complying with a future rule to implement section 5949?
Suitable supply of available alternatives will be the foremost challenge to compliance.  Secondarily is the certification element, as written.  Many COTS providers will not have adequate visibility or control into their supply chains to mandate certifications by suppliers and downstream manufacturers.  Without such certifications, the offeror cannot make a meaningful representation to the U.S. government.  This issue also impacts the disclosure requirements.  
Lastly, regulated product providers, such as medical device manufacturers, will not be able to perform “reworks” as discussed by this rule.  Medical devices are subject to regulation by the FDA and changes to a device may implicate submission requirements to ensure the ongoing safety and efficacy of the device.  Such process can take years, during which time there would be an impact to patient access for those products.   
(o) What would be the best method or process for identifying the provenance of the supply chain for the semiconductor components? Are you aware of existing guidelines or best practices for identifying and documenting the provenance of the supply chain for electronic products and electronic services? Do you have any suggestions for how and when the Government should validate supply chain provenance information and documentation? 
We respectfully request that the rule makers reconsider this requirement as this particular proposal is outside the scope of Sec 5949 and would likely unduly disrupt the U.S. government’s ability to procure critical products. Revisiting the language of the ANPR:
“There are numerous opportunities for adversaries and other threat actors to introduce hardware backdoors, malicious firmware, and malicious software into a semiconductor during production… .”  
While this may be true, regulation of semiconductors is but one element of securing national security and, in tandem with this regulation, there are many other agencies and efforts underway with this focus and goal. As it relates to medical devices, FDA released guidance in September 2023 updating the pre-market submission requirements for cyber-devices.  These enhanced requirements apply to many, if not all, medical devices with semiconductors. Such additional stipulations for federal contractors will create unnecessary and undue burden and increase costs, but with limited additional known advantages.  
(p) If the Department of Commerce establishes a public list that identifies electronic products with prohibited semiconductors, would this be helpful for implementing this prohibition?
Such a list would be helpful for standing up diligence processes and detecting some prohibited electronics.  However, this would not address other concerns regarding a current lack of alternative viable sources and/or ability/authority of certain COTS providers to make compliant representations based on the current “reasonable inquiry” standard.  
(q) Do you have any feedback regarding how DoD, GSA, and NASA should incorporate the requirements regarding certification, disclosure, notification safe harbors, and allowable costs in paragraph (h) of section 5949?
For the reasons discussed, DoD, GSA and NASA should reconsider whether the current certification standard, rework requirements, and flow down requirements are appropriate and operationally feasible for medical device providers.
(r) What else should DoD, GSA, and NASA consider in drafting a proposed rule to implement the prohibitions outlined in section 5949?
We encourage DoD, GSA, and NASA to continue working with industry to craft regulations that meet the requirements of NDAA 2023 Sec 5949, while also taking into consideration the current landscape of viable semiconductor options as well as the good faith intention of contractors to comply versus the reality and complexity of supply chain contracting.
Comment 2

· Electronic Parts or Products versus Services for § 5949(a)(1)(B) 
· For Section 5949(a)(1)(B), which only applies where the contractor is furnishing “electronic parts or products” (as opposed to 5949(a)(1)(A) which expressly applies to services), the regulations should clarify that “products” means supplies, and this prohibition does not apply where the Government is acquiring services (e.g., SaaS or IaaS). This is consistent with the statute, which expressly includes “services” in (a)(1)(A) and does not include them in (a)(1)(B). 

· Reasonable Inquiry 
· The statutory description of “reasonable inquiry” provides that contractors are only required to look at materials in their possession, which means an audit is not required.  The proposed definition of “reasonable inquiry” in the ANPRM, however, provides that additional mechanisms of diligence may be required, and states that contractors shall perform additional diligence review with respect to entities established or operating in foreign countries of concern even if they certify compliance.  The ANPRM does not make clear what additional steps would need to be taken.  This language should be removed from the definition in the final regulations, as it is an unreasonable deviation from the statutory text and will make compliance significantly more costly and burdensome for industry. 
· The ANPRM indicates the FAR Council is considering requiring offerors to provide information on provenance of supply chain for semiconductor components, and pointing to the U.S. Customs and Border Protection’s (“CBP”) approach to the supply chain monitoring in the Uyghur Forced Labor Prevention Act (“UFLPA”) as precedent on approach. Such a requirement would be extremely burdensome and costly for industry and could reduce DoD’s access to qualified bidders for contracts, while overwhelming the Department with provenance documentation that it does not have the time or resources to review. In the UFLPA context, supply chain monitoring effectively requires importers to get all commercial provenance documentation back to the materials, which ends up being so much documentation that the CBP does not enforce UFLPA across all industries yet.  

· Rip-and-Replace 
· While the statute very clearly says that nothing in the prohibition should be construed to require any covered semiconductor products or services resident in equipment, systems, or services as of the day before the applicable effective date to be removed or replaced, the ANPMR provides a hypothetical, in explaining how Section 5949(a)(1)(B) applies, which appears inconsistent with the statute: “For example, section 5949(a)(1)(B) could restrict a Federal agency from acquiring a replacement control panel within a critical system that enables an internet of things (IoT) device that includes a covered semiconductor product or service and was purchased prior to the effective date of the prohibition.”  The ANPRM’s hypothetical suggests that the DoD rule may require entities to “rip and replace” covered semiconductor products or services, even though the statute does not require that.  This is another example of an unreasonable deviation from the statutory text that makes compliance significantly more difficult for industry, especially because the ANPRM does not make any allowance for commercial services. 

· Definition of critical system 
· Section D(2) of the ANPRM indicates that all items are considered “critical systems” unless otherwise noted by the CO in the solicitation or contract, which suggests that all items are subject to the 5949(a)(1)(B) requirement, although the statute is specifically drafted to apply that heighted standard only to specific, highly sensitive national security systems. Even if systems are exempted in specific solicitations or contracts, this ad hoc approach will create significant uncertainty for industry and increase the cost of compliance, as contractors will need to be prepared to comply with 5949(a)(1)(B) for any potential solicitation or contract. Rather than take this approach, the FAR council should define critical systems in the regulations or at least provide public guidance on what types of systems are likely to be considered critical systems to provide greater certainty to industry. 
 
· Reasonable Inquiry 
· While the rulemaking now expressly states that offerors may reasonably rely on certifications of compliance from covered entities and subcontractors, the proposed definition of “reasonable inquiry” provides that additional mechanisms of diligence may be required, and states that contractors shall perform additional diligence review with respect to entities established or operating in foreign countries of concern even if they certify compliance; i.e., a certification from a Chinese supplier is not enough (without clarity on what additional steps would need to be taken).
· A bigger issue is that the FAR Council is considering requiring offerors to provide information on provenance of supply chain for semiconductor components, and pointing to the Custom and Border Protection (CBP) approach to Uyghur Forced Labor Prevention Act (UFLPA) as precedent on approach. This approach would be potentially burdensome and difficult for us with respect to our supply chain.

· Inconsistency on Applicability of 5949 Before Effective Date 
· The statute very clearly says that nothing in the prohibition should be construed to require any covered semiconductor products or services resident in equipment, systems, or services as of the day before the applicable effective date to be removed or replaced,
· However, the ANPR provides the following problematic hypo, in explaining how Section 5949(a)(1)(B) applies, which appears inconsistent with the statute:
· “For example, section 5949(a)(1)(B) could restrict a Federal agency from acquiring a replacement control panel within a critical system that enables an internet of things (IoT) device that includes a covered semiconductor product or service and was purchased prior to the effective date of the prohibition.”
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