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Section 889 Executive 
Summary

• Subsection A (effective Aug. 2019)

• The Government cannot procure or obtain products 
that incorporate banned technology

• The Government cannot procure or obtain services 
that use banned technology in the performance of the 
service

• Subsection B (effective Aug. 2020)

• The Government cannot procure or obtain products or 
services from companies that USE banned technology 
whether or not the use relates to a federal contract
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Genesis of Section 889 
(according to the USG)

2/5/2020

• “Cyber threats from foreign adversaries, hackers, and 
criminals present significant and new risks to 
government and industry”

• “Foreign adversaries are increasingly creating and 
exploiting vulnerabilities in [communications 
technology] in order to commit malicious cyber-
enabled actions, including economic and industrial 
espionage against the U.S.”

• “Constant, targeted, and well-funded attacks by 
malicious actors threaten government and industry 
by way of their contractors, subcontractors, and 
suppliers at all tiers of supply chain”
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Definition of Banned Technology

• Equipment incorporating telecommunications 
technology produced by:
• Huawei Technologies Company 
• ZTE Corporation
• Or a subsidiary or affiliate of either

• Some equipment incorporating video surveillance and 
telecommunications technology produced by: 
• Hytera Communications Corporation
• Hangzhou Hikvision Digital Technology Company
• Dahua Technology Company 
• Or any subsidiary or affiliate thereof
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The Subsection A Prohibition 
(FAR 52.204-25)

• (b) Prohibition. Section 889. . . 
prohibits the head of an executive 
agency on or after August 13, 
2019, from procuring or obtaining 
. . . any equipment, system, or 
service that uses covered 
telecommunications equipment or 
services as a substantial or 
essential component of any 
system, or as critical technology as 
part of any system. . . .
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The Subsection A 
Representation 

(FAR 52.204-24)

• (d) Representation. The Offeror represents that 
it □ will, □ will not provide covered 
telecommunications equipment or services to 
the Government in the performance of any 
contract, subcontract or other contractual 
instrument resulting from this solicitation. 

• (e) Disclosures. If the Offeror has represented in 
paragraph (d) of this provision that it “will” 
provide covered telecommunications 
equipment or services”, the Offeror shall 
provide [additional information]



FAR 52.204-
25(d)

• (d) Reporting requirement.

• (1)In the event the Contractor identifies 
covered telecommunications equipment or 
services used as a substantial or essential 
component of any system, or as critical 
technology as part of any system, during 
contract performance, or the Contractor is 
notified of such by a subcontractor at any 
tier or by any other source, the Contractor 
shall report the information in paragraph 
(d)(2) of this clause to the Contracting 
Officer . . . .



FAR 52.204-26 
(Dec. 2019)

• (a) Definitions. . . .

• (b) Procedures. The Offeror shall review the list 
of excluded parties in the [SAM] for entities 
excluded from receiving federal awards for 
“covered telecommunications equipment or 
services”.

• (c) Representation. The Offeror represents that 
it □ does, □ does not provide covered 
telecommunications equipment or services as a 
part of its offered products or services to the 
Government in the performance of any 
contract, subcontract, or other contractual 
instrument.



GSA’s Subsection A 
Deviation
● Deviates from the requirement that 

offerors represent whether they will 
or will not provide banned 
technology

● Creates a new GSAR clause, requiring 
submission of annual representation 
to the Government (GSAR 552.204-
70)

● Extends the FAR’s and deviation’s 
requirements to GSA's lease 
acquisitions and Commercial 
Solutions Opening procurements

10



Subsection B

• Effective August 13, 2020, the 
Government is prohibited 
from entering into a contract, 
or extending or renewing a 
contract, with an entity that 
uses certain covered 
telecommunications 
equipment or services



Yes, 
Subsection B 

Is As Broad As 
It Sounds

• Subsection B of the ban applies to every sector: 
automotive, banking, building services, 
construction, general supplies and services, 
health care, higher education, information 
technology, leasing, nuclear power, OCONUS 
operations, professional services, travel and 
transportation, etc.

• There is very little recognition within industry 
(or, frankly, the Government) of the potential 
impact of Subsection B



Illustration of Potential Scope
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GSA’s Subsection B 
Awareness Campaign

Coalition For Government Procurement

• Proposed rule is 
expected in March 
2020

• In the meantime, 
GSA is undertaking a 
concerted effort to 
build industry 
awareness
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Suggested Internal Compliance Workstreams

• Determine status of Company’s current FAR representation
• Has the company certified yet?

• Evaluate current compliance with Subsection A
• Develop a reasonable risk-based approach

• Map out plan to evaluate compliance with Subsection B
• Develop a reasonable risk-based approach

• Institute appropriate internal controls
• Process for obtaining and updating vendor certifications
• Process for certifying new products
• Process for flowing down FAR obligations to subcontractors
• Process to review customer requests for certification
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Compliance Brainstorming
The following slides are intended to help companies begin thinking through how to 
establish a Section 889 workplan.  The steps outlined are not endorsed by the 
Government.   Neither will they necessarily ensure compliance with the new rules. They 
are offered here solely for the purpose of generating awareness and discussion. 
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Possible “Subsection A” Compliance Process 
for Products

Segregate high 
risk / low risk 

products

High Risk 
Products

Products made 
by covered 
company

Remove from 
Schedule

Other Products

Obtain vendor 
certification

Low Risk 
Products

Document 
internal low risk 

decision
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Possible “Subsection A” Compliance Process 
for Services

Identify equipment 
used in performance 

of a service

Services You Provide

Products made by 
covered company

Do Not Use

Other Products

Obtain vendor 
certification

Services Subs 
Provide

Obtain certification 
from subcontractor
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Possible “Subsection B” Compliance Process

Segregate high risk 
/ low risk products 

Company-wide

High Risk Products

Obtain vendor 
certifications

Ensure 
reasonableness of 

certifications

Medium Risk 
Products

Obtain vendor 
certifications

Low Risk Products

Document “low 
risk” decisions
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Q&A

• Does Section 889 cover my affiliates?  My 
subsidiaries?  My parent?

• Does Section 889 cover my overseas 
locations?

• My staff works from home sometimes.  
Does it cover the equipment they use at 
home?

• Do I need to flow down the FAR clauses to 
my commercial items suppliers (e.g., the 
company I buy toilet paper from)?

• I develop software, which I then sell as a 
COTS product.  Does Section 889 cover the 
computers I use in the development 
process?



Q&A

• It will take me a long time to comply with 
Subsection B.  Will the Government grant 
me a waiver?

• How does the Government plan to 
enforce compliance?

• I produce software.  Does Section 889 
apply to me? 

• My staff often uses their personal cell 
phone for business.  Are their phones 
covered?



Thank you
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